In this paper, we study some properties of a certain kind of permutation σ over F n 2 , where n is a positive integer. The desired properties for σ are: (1) the algebraic degree of each component function is n − 1; (2) the permutation is unicyclic; (3) the number of terms of the algebraic normal form of each component is at least 2 n−1 . We call permutations that satisfy these three properties simultaneously unicyclic strong permutations. We prove that our permutations σ always have high algebraic degree and that the average number of terms of each component function tends to 2 n−1 . We also give a condition on the cycle structure of σ . We observe empirically that for n even, our construction does not provide unicylic permutations. For n odd, n ≤ 11, we conduct an exhaustive search of all σ given our construction for specific examples of unicylic strong permutations. We also present some empirical results on the difference tables and linear approximation tables of σ .
Let N = {0, 1, . . . , n − 1}, let a = (a 0 , . . . , a n−1 ) and for I ⊆ N denote by a I = i∈I a i . The algebraic normal form of the Boolean function ϕ(a) on the n variables a = (a 0 , . . . , a n−1 ) is the unique representation of f in F 2 [a 0 , . . . , a n−1 ]/(a 2 0 − a 0 , . . . , a 2 n−1 − a n−1 ) of the form ϕ(a) = I ∈P(N)
x I a I , x I ∈ {0, 1},
where P(N) denotes the power set of N . The algebraic degree of ϕ is the minimum degree of the nonzero terms of the ANF of ϕ. Moreover, the algebraic degree of any vectorial Boolean function ϕ(a) = (ϕ 0 (a), . . . , ϕ n−1 (a)) is the maximum algebraic degree of the component functions ϕ 0 , . . . , ϕ n−1 . Let I n be the set of irreducible polynomials of degree n over F 2 and let Q ∈ I n . For a = (a 0 , . . . , a n−1 ) ∈ F n 2 , we denote by P a the polynomial associated canonically to a P a (X) = a 0 + a 1 X + · · · + a n−1 X n−1 ∈ F 2 [X]/(Q).
For a ∈ F n 2 , t ∈ [1, 2 n − 2] and 0 ≤ j ≤ n − 1, we denote by ϕ j,t the boolean functions such that (P a (X)) t ≡ n−1 j =0 ϕ j,t (a)X j (mod Q).
( 1 )
We define a permutation σ on F n 2 as the concatenation of several maps σ :
a −→ P a (X) (mod Q) −→ (P a (X)) t (mod Q) −→ ϕ 0,t (a), . . . , ϕ n−1,t (a) .
(2)
It is necessary and sufficient that gcd(t, 2 n − 1) = 1 for σ to define a permutation on F n 2 , so that the t-th power map defines a permutation of F 2 n . For the remainder of this section, we assume that gcd(t, 2 n − 1) = 1 and drop the subscript t from ϕ j,t .
We are interested in several properties of boolean functions. We are primarily concerned with boolean functions that have high algebraic degree for resilience against algebraic attacks and that have a large number of terms in their ANF [4, 5, 12] . When the vector of boolean functions ϕ j represents a permutation, entries of the difference and linear approximation tables [4, 5, 10, 14] of it, the cycle structure and the period [7, 8, 15] , the number of bits required to describe, or generate, it [1, 15] and the possibility to generate it on the fly [3] are also interesting properties. As permutations, they should be comprised of a single cycle for resilience against potential Fourier-like attacks in non-commutative symmetric groups. To be considered strong for cryptographic purposes, candidate functions should also exhibit resilience against linear [13] and differential cryptanalysis [11] .
Definition 1 A permutation σ on n bits is a unicyclic strong permutation if it satisfies the following 3 properties:
P1. the algebraic degree of ϕ j is n − 1 for all 0 ≤ j ≤ n − 1; P2. σ has one cycle of length 2 n ; and P3. the number of terms in the expressions ϕ j is at least 2 n−1 for all j .
Our goal in this work is to find permutations that simultaneously satisfy the properties P1, P2 and P3 from Definition 1; that is, our goal is to construct unicyclic strong permutations. Property P1 (algebraic degree) is important to prevent algebraic attacks. Property P2 (unicyclicity) is to avoid short cycles in general and to avoid decomposability of attacks onto smaller permutations induced by the cycle structure. Property P3 (number of terms) is important to prevent algebraic attacks like linearization, exploiting hidden structures, optimization/SAT based attacks and so on. We also observe that to be considered strong for cryptographic purposes, candidate functions should exhibit resilience against linear [11] and differential cryptanalysis [2] .
We present our construction of unicyclic strong permutations in Section 2, and in Section 3, we give results on Properties P1, P2, and P3 for our construction. In Section 4 we give some empirical results for our permutations. We observe experimentally that our construction only provides unicyclic permutations for n odd; so far we are unaware of a theoretical justification excluding the cases when n is even. Although our focus in this paper is to introduce permutations satisfying Properties P1, P2 and P3, as already mentioned, before they can be suggested for practical use they must be found to have good resilience against linear and differential cryptanalysis. Some empirical results on the linearity and differential uniformity of such functions are also presented in Section 4.
Strong permutations
In this section, we define a permutation σ as the composition of n permutations σ k , k = 0, 1, . . . , n − 1. Although we are not formally defining a cipher, we find it helpful to think of σ k as round functions, for example as the rounds of a substitution-permutation network. Our precise selection of σ k is motivated both by perturbations and as generalizations of the inverse function used in the S-boxes of the Advanced Encryption Standard (AES) [6] . We define and present some basic facts about the permutations σ k . In Section 3, we analyze local properties of σ k to derive results on Properties P1, P2 and P3 for σ .
Throughout the remainder of this paper, since 2 n −2 k −1 ≡ −2 k (mod 2 n −1), we often use −2 k to denote this power. We also assume that all calculations in the finite field defined with modulus Q are given by canonical residues after reduction modulo Q. In calculations we often suppress the (mod Q).
Permutations from perturbations
For a positive integer n, let Q ∈ I n and let b ∈ F n 2 with P b (X) ∈ F 2 [X] be its canonical representation. Our main idea is the construction of a permutation σ as a composition of permutations σ = σ n−1 · · · σ 1 σ 0
of a special form. Each σ k is a modified power map, as in (2): for k = 0, 1, . . . , n − 1, we define σ k as
where t k ∈ [1, 2 n − 2] and c = σ k (a) is the coefficient vector of the residue of (P a (X) + P b (X)) t k (mod Q). The novelty in σ k is the addition of a fixed polynomial P b ∈ F 2 [X]/(Q), that we call a perturbation polynomial, to the input of a power map as in (1) . In effect, this performs a fixed bit flip for the inputs to the power maps. If n = 8, Q(X) = X 8 + X 4 + X 3 + X + 1 (Rijndael's polynomial) and t ≡ −1 (mod 255), with no perturbation under repeated t-th powers we obtain only cycles of length 2. However, we find experimentally that for exactly half of all perturbations b ∈ F n 2 the permutation (P a (X) + P b (X)) −1 is unicyclic. We discuss more experimental results in Section 4.
Expanded form of a strong permutation
In this section, we prove that for all perturbation vectors b ∈ F n 2 and for all Q ∈ I n , the expansion of (P a (X)
. The values of j yielding nonvanishing terms are given in Proposition 1.
Values of j yielding non-vanishing terms are the integers in {0, 1, . . . , 2 n − 1} that are congruent to 0, . . . ,
Denote by R k the set containing the values of 0 ≤ j ≤ 2 n − 2 k − 1 such that
For any positive integer t, let ν 2 (t) be the largest power of 2 dividing t. By examining the parity of binomial coefficients, R k is the set of j 's such that
We have for 0 ≤ k ≤ n − 1 that
where R k,q = j ∈ N | 0 ≤ j ≤ 2 n − 1, j = 2 k+1 q + r, and r = 0, . . . , 2 k − 1 . Since |R k,q | = 2 k and all R k,q are disjoint, then |R k | = 2 n−1 for all 0 ≤ k ≤ n − 1.
Composition identity
We state an observation that relates permutations as elements of the symmetric group with a bijection over a finite field.
Remark 1 From the definition of the permutations σ k , we observe that
The next proposition concerning the permutations σ k provides a cyclically repeated forward-and-backward type composition.
Proposition 2
For an even integer m ≥ 2 and integers k j such that 0 ≤ k j ≤ n − 1 for 0 ≤ j ≤ m, let be defined by
Proof For some irreducible polynomial Q, perturbation P b and by the definition of the σ k 's,
= P c 1 (X), and
Using induction easily completes the proof.
Corollary 1 With the same notation as in Proposition 2, for any integer ≥ 0,
Properties of strong permutations
In this section, we analyze properties of the permutations σ introduced in (3). In particular, we address the algebraic degree, cycle structure and average number of terms in the algebraic normal form of σ that are related to Properties P1, P2 and P3 of Definition 1, respectively.
Remark 2
We observe that algebraic normal forms are invariant under permutation of inputs. Hence, to prove Properties P1 and P3 for σ = σ n−1 · · · σ 1 σ 0 , it is enough to prove them for the final permutation σ n−1 in the composition.
In Sections 3.1 and 3.3, we prove a stronger result than we need given Remark 2 and we show the main results in these sections hold for all σ k , k = 0, . . . , n − 1.
P1-algebraic degree
For ease of notation, define ξ j,k = ϕ j,2 n −2 k −1 for all j, k in order to match the notation from (1) . In this section, we show that ξ j,k have high algebraic degree for all j, k.
Theorem 1 Let
Then the algebraic degree of ξ j,k is n − 1 for all j, k.
Proof We proceed by induction on k. First, let P a (X) = a 0 + · · · + a n−1 X n−1 . For 0 ≤ k ≤ n − 1, and 0 ≤ j ≤ n − 1, we define λ j,k (a) as the boolean function which is the coefficient of X j in the expression of P 2 k a (X). For k = 0, we have λ j,0 (a) = a j , and for k = 1, we have
The λ j,1 are linear boolean functions with respect to a, since reduction (mod Q) does not increase the degree of the coefficient monomials. Now for k ≥ 1, if there are linear functions λ j,k−1 such that
where λ j,k are linear boolean functions with respect to a. Let ( 0 , . . . , n−1 ) be a permutation of (0, 2, 2 2 , . . . , 2 n−1 ), and observe that n−1 j =0 j = 2 n − 2, then
where without loss of generality we choose 0 = 0, the sum extends over ( 0 , . . . , n−1 ) such that 0 + · · · + n−1 = 2 n − 2, and ξ j,k (a) have degrees n − 1 with respect to a for all j, k. Moreover,
and therefore the multinomial coefficient is odd. Hence the algebraic degree is n − 1.
Remark 3
We observe that since Theorem 1 holds for all a ∈ F n 2 , the algebraic degrees of ξ j,k corresponding to (P a (X) + P b (X)) 2 n −2 k −1 = (P a+b (X)) 2 n −2 k −1 are n − 1 for all perturbations b ∈ F n 2 of a.
P2-period and cycle structure
In this section, we show that the cycle structure of σ k depends only on the perturbation polynomial, and moreover we show that only σ 0 can be unicyclic for some perturbation.
and consider for which
For a large enough positive integer L, the period of σ k is contained in the sequence of positive integers ≤ L satisfying (4) and
Proof As before, let Q ∈ F 2 [X] be an irreducible polynomial of degree n, P b be a non-zero polynomial, and for 0 ≤ k ≤ n − 1, let the bijections σ k be defined by the rule
For an arbitrary a ∈ F n 2 , ≥ 0, and 0 ≤ k ≤ n − 1, we define
We note that the case = 0 corresponds to the identity permutation, and N 0 (X) = P a (X), and D 0 (X) = 1.
Reminiscent to the theory of continued fractions over fields of characteristic 0, we have for > 0 that
From now on and for readability, we drop the argument X for the elements N , D and P b . We recall that the period of a permutation τ is the smallest positive integer m such that τ m is the identity permutation.
From (6), we have for > 0 that
We have P 2 y a ≡ P 2 y (mod n) a , N 2 kj ≡ N 2 kj (mod n) and D 2 kj ≡ D 2 kj (mod n) , for any a. We obtain the cycle structure and the period from the values ≤ L such that (4) and (5) are satisfied, with L sufficiently large.
Remark 4
The matrices M j , and thus the product M 1 M 2 · · · M only depend on the perturbation. As a consequence, the period is independent from the input a.
Corollary 2
Only σ 0 can be unicyclic.
Proof Recall that 0 ≤ k < n. To have a single cycle of maximal length, (4) must be satisfied with = 2 n . If = 2 n , then (5) is only satisfied when k = 0.
Remark 5 Empirically, for a fixed n, the proportion of perturbation polynomials leading to unicyclic σ 0 's is the same for all irreducible polynomials. For instance, we checked experimentally that if n = 2 2 κ with κ ∈ {1, 2, 3, 4}, then this proportion is one half.
P3-average number of terms
We focus on the third property of a unicyclic strong permutation: the number of terms in the algebraic normal forms of its coordinate functions. For a positive integer t, its Hamming weight is the number of ones in its binary expansion. For 0 ≤ t < 2 n − 1 with Hamming weight h, the expansion of P a (X) t cannot have more than 2 h+1 − 1 monomials. In our case, h = n − 1 since we consider powers 2 n − 2 k − 1, and therefore the maximum number of terms is 2 n − 1.
In this section we give an asymptotic result that states that the average number of terms in the algebraic normal forms of all σ k is 2 n−1 , where the average is taken over all irreducibles Q(X) ∈ F 2 [x] of degree n. In order for the permutation σ = σ n−1 · · · σ 1 σ 0 from (3) to be considered unicyclic strong, all of its component functions must have numbers of terms greater than this average.
We require an assumption on the distribution of the coefficients of irreducible polynomials over F 2 in order to give our main result of this section. Assumption 1 Let n > 0 and let 1 ≤ j ≤ n − 1. The number of irreducible polynomials of degree n over F 2 with coefficient of X j fixed to either 0 or to 1 tends to 1/2 as n tends to ∞.
As justification for the assumption, we recall the famous Hansen-Mullen conjecture [9] , which was first proven by Wan [16, Theorem 1.6] .
Theorem 3 Let q be a prime power, let m and n be positive integers with m ≥ n ≥ 1 and let a ∈ F q with a = 0 if n = 1. If either m ≥ 36 or q > 19, then there is a monic irreducible polynomial in F q [X] of the form g(X) = X m + a m−1 X m−1 + · · · + a n X n + a n−1 X n−1 + · · · + a 1 X + 1, with a n−1 = a.
Theorem 3 is a result on existence of irreducible polynomials with a given coefficient fixed to any value. Assumption 1 is a reflection of the observation that the result does not depend on the fixed value a for n > 1.
We can be more precise than this first-order heuristic. Theorem 3 was proven using character sum techniques. The main technique is to construct a characteristic function for a given quantity, extract the leading term from the trivial character, and apply an estimation (for example, the Weil bound) on the remaining sums to get an expression for the error term. Existence is guaranteed as long as the error term is dominated by the main term.
Wan's proof essentially states that the main term is estimated by π m /(q −1), where π m is the number of irreducible polynomials of degree m over F q . The details are out of scope of this work. Wan's result applies particularly well when m is large with respect to n, and when q is large. If q is large, then q − 1 ≈ q, which supports (a generalization of) Assumption 1. Unfortunately, in our particular case q = 2, so we further justify Assumption 1 with experiments; see Appendix A.
Theorem 4 For n > 0, and 0 ≤ k ≤ n − 1, let
Using Assumption 1, the number of terms in the algebraic normal form of ξ j,k tends to 2 n−1 .
Proof We have
As in the proof of Theorem 1, let ( 0 , . . . , n−1 ) be one of the n! permutations of (0, 2, . . . , 2 n−1 ) and observe that n−1 j =0 j = 2 n − 2. For convenience, let ϒ be the set of vectors of integers for which the multinomial coefficient is odd, and denote by [P (X)] i (mod Q) the coefficient of X i in the expression of P (mod Q). Then,
The quantities j are distinct powers of two and only one of j is zero. Hence λ j j,k (a) = λ j,k when j = 0, and λ j j,k (a) = 1 when j = 0. By Assumption 1, for an arbitrary ∈ ϒ, the coefficient [X n−1 j =0 j j (mod Q)] i is equally likely to be 0 or 1 as Q runs over I n and n is large. Then the average number of terms in the algebraic normal form of ξ i,k is 2 n−1 .
Remark 6
As in Remark 3, we observe that Theorem 4 holds for all a ∈ F n 2 , and hence also for all perturbations of a.
Empirical results on strong permutations
In this section, we present some empirical results on the compositions σ = σ n−1 · · · σ 0 . In Section 4.1, we give some experimental results on the proportions of strong permutations of small degrees. In Sections 4.2 and 4.3, we give some empirical analysis of the difference table and the linear approximation table for some particular σ .
Permutations satisfying properties P2 and P3
By Section 3.1, the algebraic degree of all σ defined as in (3) is n − 1 for all σ . Since Sections 3.2 and 3.3 do not give guarantees on Properties P2 and P3 holding, we present some empirical results on permutations satisfying these properties.
We recall from Section 2.1, for n = 8, Q(X) = X 8 + X 4 + X 3 + X + 1 (Rijndael's polynomial) and t ≡ −1 (mod 255), that exactly half of the possible perturbations lead to a unicyclic permutation. Empirical observations suggest that if n = 2 2 κ for some κ and t ≡ −1 (mod 2 n − 1), then there are exactly 2 n−1 unicyclic permutations given by the rule P a (X) → (P a (X) + P b (X)) −1 (mod Q).
When κ = 1, 2, 3, and 4, we empirically verified that the proportion of perturbation polynomials for an arbitrary representation that lead to unicyclic permutations is exactly one half. We stop at κ = 4 given our computational resources, noting that when κ = 5, there are approximately 2 27 irreducible polynomials and 2 32 perturbation polynomials yielding approximately 2 59 pairs for which the cycle structure must be found.
For σ = σ n−1 · · · σ 0 , n even, and n ≤ 30, we conducted an exhaustive search over all irreducible polynomials and all perturbation vectors and found no unicyclic permutations. We conjecture that this continues to hold.
Conjecture 1
If n is even, then the composition σ = σ n−1 · · · σ 0 is not unicyclic.
In Table 1 , we run exhaustively through all pairs of irreducible and perturbation polynomials and count for a given perturbation how many irreducible polynomials lead to a unicyclic permutation σ . For brevity, we report only the minimum and maximum ratios of the number of irreducibles per perturbation.
Let J n be the number of irreducible polynomials of degree n such that, for the fixed perturbation polynomial P b (X) = X n−1 +1, the permutation σ from (3) is unicyclic. Table 2 shows exhaustive results for the ratio J n /I n for odd n ≤ 25. We also sampled randomly 4000 irreducible polynomials of degree 33 among which 483 led to unicyclic permutations, and thus resulting in an estimation of |J 33 | |I 33 | ≈ 0.12075. Based on the experimental evidence in Tables 1 and 2, we make the following conjecture. In order for a permutation σ to be "strong", its component functions must all have at least 2 n−1 terms (that is, it must also satisfy Property P3). We expect that this property is quite rare, a rough approximation based on Theorem 4 gives that as n grows, roughly 1/2 of all component functions will have at least 2 n−1 terms. So, we expect roughly 1/2 n unicyclic permutations to be strong. Table 3 tabulate the results of an exhaustive search for the total number of unicyclic permutations constructed as in (3) for n = 7, 9, 11 (the search is currently running for n = 13).
Examples of difference tables
The difference table of a function is a crucial tool in analyzing its resilience against differential cryptanalysis [2] . Let f : F n 2 → F n 2 , and index the rows and columns of a 2 n × 2 n table D f with the elements of F n 2 . For (c, d) ∈ F n 2 × F n 2 , the entry at row c and column d of D f is the number of pre-images a ∈ F n 2 of the expression f (a + c) + f (a) = d; that is, where denotes the indicator function of 0. The maximum entry of D f is the differential uniformity of f , and it is desirable for resilience against differential cryptanalysis to have differential uniformity as small as possible.
In fields of characteristic 2 the differential uniformity of a function is always at least 2. Functions with differential uniformity equal to 2 are almost perfect nonlinear (APN). The inverse function x → x 2 n −2 is APN when n is odd, and otherwise has differential uniformity 4; see [5, Section 3.1.7] .
We present summaries of difference tables for n = 7, n = 9, and n = 11. See Appendix B for more statistics. In Table 4 , n refers to the degree, |I n | to the number of irreducible polynomial of degree n, and |T n | to the number of pairs that lead to a unicyclic permutation. We count the number of unicyclic compositions σ n−1 · · · σ 0 for possible differentials, and only nonzero counts are reported. The trivial counts for the maximal differential value of 2 n are also reported.
We note that for a given n the sum over all counts divided by T n is always equal to 2 n . In our experiments, for n ≤ 13 the maximum entry in the difference table is at most 6. Moreover, the differential 6 occurs rarely. For n = 15, Example 1 from Appendix B shows a unicyclic permutation that is nearly APN except for a degenerate hyperplane. 
Examples of linear approximation tables
The Walsh spectrum of a function is a crucial tool in analyzing its resilience against linear cryptanalysis [11] . Let f : F n 2 → F n 2 and let c, d ∈ F n 2 ×F n 2 . The Walsh coefficient W f (c, d) of f at c, d is given by
where · denotes the usual scalar product. The values of the Walsh coefficients measure the distance between a given function and the set of affine functions, and hence the table containing the Walsh coefficients is sometimes called the linear approximation table. Similarly to the difference table, we highlight the largest entry (in magnitude) in the linear approximation table, and call this the linearity of f .
We present summaries of linear approximation tables for n = 7, n = 9, and n = 11. See Appendix B for more statistics. In Tables 5, 6 , and 7, n refers to the degree, |I n | to the number of irreducible polynomial of degree n, and |T n | to the number of pairs that lead to a unicyclic permutation. We count the number of unicyclic compositions σ n−1 · · · σ 0 for possible correlations, and only nonzero counts are reported. The trivial maximal or minimal values ±2 n are also reported as a check.
We observe that the Walsh coefficients of our unicyclic permutations are tightly compacted around 0, especially in comparison to a uniform random permutation as in Appendix B. As expected, the weighted average of the Walsh coefficients is 0. 
Conclusion
In this paper, we give permutations over F n 2 that simultaneously satisfy at least three properties of interest in cryptography: high algebraic degree and large number of terms in the algebraic normal forms of their component functions, and maximal cycle size. Experimentally, we also find that these permutations have properties that may indicate good resistance against linear and differential cryptanalysis.
It would be interesting to study the distributions of the coefficients of the difference table and linear approximation table of strong unicyclic permutations. Other future work includes determining conditions under which our composition from Section 4 is unicyclic; this would imply a proof of Conjecture 2 and would likely explain the dichotomy in the cycle structures between odd and even degrees. Another path for future work is to obtain analytic conditions for when a unicyclic permutation has large number of terms in the algebraic normal forms of its component functions. In order to make this article concise, we jump from degree 13 to 26 up to 29 inclusively. 
Appendix B: Differentials and correlations
Example 1 gives two unicyclic permutations that are APN except for a fixed set of 2 15 pairs giving differentials of size 2 15 .
Example 1
The following two examples give unicyclic permutations σ that are APN aside from 2 15 (c, d) pairs each giving 2 15 solutions to σ (X ⊕c)⊕σ (X) = d. A summary of both difference tables is given in Table 12 . We present these examples for interest and further study, but we make no claims on their suitability for cryptography. 
Example 2 Let n = 17 and let Q and P b be as follows, 
Appendix C: An example with intermediate round computations
For 1 ≤ i ≤ n, let P a (i) (X) = P a (i−1) (X) + P b (X)
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